[MamsTka ansa obydaromxcsa 06 MHOPMaLMOHHOM
O©e3onacHOCTU aeTen

HdbopmMaLumoHHas namsiTka anst 06y4aroLLmXcs

C KaxXZbIM roZJOM MOJIOAEXM B MHTEPHETE CTAHOBMTLCA 60/IbLIE, A LWKObHMKM OAHM M3 CaMbIX
aKTUBHbIX Nosib3oBaTesnier PyHeTa. Mexay TeM, MOMMMO OFPOMHOMO KOJIMYECTBA BO3MOXKHOCTEN,
MHTEPHET HeceT U Npobembl. ITa NaMATKa A0/IKHA NOMOYb Tebe 6e30MacHO HaXOAMUTLCA B CETMU.

Komnmeeprle BUPYCbI

KoMnbloTepHbIM BUMPYC - 3TO Pa3HOBMAHOCTb KOMMbIOTEPHbIX NPOrpamM, OTIMYUTENIbHOM
0COGEHHOCTLIO KOTOPOM ABNAETCSA CMOCOGHOCTb K Pa3MHOXKEHMIO. B AoMoHEHME K 3TOMY, BUPYCbI
MOTYT NOBPEAMTb MJIM MOJIHOCTbIO YHUUTOXMUTb BCE Dai/ibl U AaHHbIE, NOAKOHTPO/IbHbIE
NoJib30BaTe/No, OT UMEHWM KOTOPOro Gbila 3anyLleHa 3apaxkEéHHan NporpamMma, a TakKe NnoBpeanTb
WU lake YHUUTOXKMTb ONepPaLMOHHYI0 CUCTEMY CO BCcemu aliaMu B Lesom. B 6o/blumMHCTBE
C/ly4aeB pacnpoCTPaHAITCA BUPYChl Yepe3 MHTEPHET.

MeTopabl 3aWMTbl OT BPEAOHOCHbIX MPOrpamMM:

1. Mcnonb3yi coBPEMEHHbIE ONePaLMOHHBIE CUCTEMBI, MMEOLLME CEPbE3HDBIM YPOBEHb 3aLLMTbI
OT BPeZIOHOCHbIX NPOrpamm;

2. TocTosiHHO ycTaHaB/MBaM NayTh (UMdpPOBbIE 3an1aTkU, KOTOpblE aBTOMATUYECKM
yCTaHaB/IMBAOTCA C Lie/Ibio J0PAabTKU NPOrpamMbl) M Apyrne 06HOB/IEHUS CBOEM
onepaumMoHHOM cucTembl. CKaumBal MX TONbKO C oMLMaIbHOMO camTa paspaboTymka OC.
Ecnv cywectByeT pexXnum aBTOMaTMYECKOro 0GHOB/IEHMA, BKJIIOYMU €ro;

3. Pa6oTal Ha CBOeM KOMMbIOTEPE NOA NpaBaMu MOIb30BaTENA, @ HE aAMUHUCTPATOpa. ITO He
NO3BOJIUT GOJIbLUMHCTBY BPEAOHOCHbIX MPOrpaMM MHCTa/IZIMPOBATbCA Ha TBOEM
nepcoHasibHOM KOMMbOTEPE;

4. WMcnonb3ym aHTMBMPYCHbIE NMPOrpaMMHbIE NPOAYKTbI M3BECTHbIX MPOM3BOAUTENEN, C
ABTOMATUYECKUM OBHOBJIEHMEM 6a3;

5. OrpaHuyb (pU3MYECKUIM AOCTYN K KOMMbIOTEPY AN NOCTOPOHHMX JIUL;

6. WMcnonb3yM BHELHWE HOCUTENIM MHGOPMaLMM, TaKME Kak dellka, AUCK Mav dann ms
WMHTEpPHEeTa, TO/IbKO M3 NpodepeHHbIX MCTOYHUKOB;

7. He oTKpbiBal KOMMNbloTEpHbIe ak/ibl, NONYYEHHbIE M3 HEHAAEKHBIX MCTOYHUKOB. Jaxe Te
¢arnbl, KoTopble NpMcaan TBOM 3HAKOMbIM. Jlyylle YyTOYHM Y HEro, OTMNPaB/IA/ JIM OH Tebe
UX.

Cetu WI-FI

Wi-Fi - 310 He BMA nepeayn AaHHbIX, HE TEXHO/IOTMSA, a BCEro Mb 6peHA, Mapka. Euwe B 1991
rofy HMAep/laHACKasa KoMnaHma 3apermcTpypoBana 6peHs «WECA», 4To 0603Havano
cnoBocoyeTaHue «Wireless Fidelity», KOoTopbI NnepeBoAMUTCA Kak «6ecnpoBoAHas TOYHOCTb>.

Jlo Hawero BpemeHu Aoluna Apyras abbpeBuaTypa, KOTopas ABAAETCA TAaKOW Ke TeXHoMorMen. 1o
abbpesuaTtypa «Wi-Fi». Takoe Ha3BaHMe 6bl/10 JaHO C HAMEKOM Ha CTaHZApPT BbICLIMIM 3BYKOBOM
TexHWKM Hi-Fi, 4To B nepeBoje 03Ha4aeT «BbICOKas TOYHOCTb>.

[a, 6ecnnaTHbIM MHTEPHET-A0CTYN B Kade, OTeNsX M a3pornopTax SAB/SETCA OT/MYHOM
BO3MOXHOCTbIO BbIX0Aa B MHTEPHET. HO MHOIME 3KCNEePTbl CHMTALOT, YTO 06LeocTynHble WiFi ceTn
He ABNAITCA 6€30nacHbIMM.

CoBeTbl No 6e30MacHOCTU paboTe B o6wweaocTynHbIx ceTax Wi-fi

1. He nepepgaBal CBOW IMUHYIO MHOPMaLMIO Yepes oblesocTynHble Wi-Fi cetn. Pa6oTas B
HUX, XenaTesibHO He BBOAMTb NaposiM JOCTyra, JIOMMHbI U Kakue-TO HOMepa;

2. Mcnonb3ym M 0GHOBAAM aHTUBUPYCHbIE NPOrpamMMbl U 6paHamayep. Tem cambiM Tbl
o6e3onacuilb ce6a OT 3aKayKM BMpyca Ha TBOE YCTPOMCTBO;



3. TMpu ncnonb3oBaHmu Wi-Fi oTkAtouM yHKUMIO «O6LMIM A0CTYN K daniam U NpUHTEPaM».
JaHHaa QyHKUMA 3aKpbiTa NO YMOYaHMIO, OAHAKO HEKOTOPbIE NOJIb30BaTE/IM aKTUBMPYIOT
eé anAa yaobCTBa MCMOAb30BaHMA B paboTe UM yyebe;

4. He ucnonb3ym ny6amnyHbid WI-FI ana nepefiayum IMYHbIX AaHHbIX, HaNpuMep Aas BbixoAa B
coupasibHble CETU MU B 3NIEKTPOHHYIO NOYTY;

5. Mnoab3yM TONbKO 3alumLLeHHoe coeamHeHue Yepes HTTPS, a He HTTP, T.e. npu Ha6ope
BeG-aJpeca BBOAM MMEHHO «https://»;

6. B M0OGMALHOM TenedoHe OTKAYMU PyHKUMIO «[MogkatodeHme K Wi-Fi aBTomaTnyeckun». He
Zl0MyCKaM aBTOMAaTUMYECKOro NMOAK/IYEHNUA YCTPOMCTBa K ceTaM Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CoumasnbHble CETM aKTMBHO BXOAAT B Hally ¥M3Hb, MHOTME II0AM PaboTaloT U KUBYT Tam
NocTosHHO, a B Facebook yxe 3aperMcTpmMpoBaH MUAIMAPA YEI0BEK, YTO ABNSETCA OAHOM CebMOM
BCEX XMTesieM NaaHeTbl. MHorue nosib30BaTesiv He NMOHUMALOT, YTO MHOPMaLMA, pasmelleHHas
UMM B COLMAJIbHBIX CETAX, MOXKET 6blTb HaMAEHA M MCMO/Ib30BaHa KEM YroJIHO, B TOM YMC/ie He
0653aTeNbHO C 61arMMU HAMEPEHUSAMM.

OcCHOBHble coBeTbl MO 6€30MacHOCTU B couunasibHbIX ceTAax:

1. OrpaHuyb CNMCOK Apy3en. Y Tebsa B ApYy3bsAX HE A0KHO 6biTb C/Ty4aMHbIX M HE3HAKOMbIX
nojen;

2. 3awmuian CBOK YaCTHYH XM3Hb. He yKkasbiBar naposiu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHMA U APYTYIO JIMYHYIO MHOPMALMIO. 3/10YMbILNEHHUKU MOTYT MCMO/Ib30BaTh Jaxe
MHDOPMaLMIO O TOM, KaK Tbl U TBOM POAMUTENN MNAHUPYETE NPOBECTM KaHWUKYbI;

3. 3awmuian cBo penyTaumio - AEPKM ee B YUCTOTE M 3ajaBain cebe BOMpocC: XoTen 6bl Thl,
4TOGbI ApYyrue nosib3oBaTesIv BUAEN, YTO Thbl 3arpykaelub? Mogyman, npexae Yem 4To-To
ony6/IMKOBaTb, HanNUcaTb U 3arpy3uThb;

4. Ecnu Tbl roBOpMLLb C I0bMM, KOTOPbIX HE 3Haellb, HE UCMOJb3YHM CBOE peasibHOe MMS U
APYryto JIMYHYI0 MHDOPMaLMKU: MMA, MECTO XMTENIbCTBA, MECTO y4ebbl U Npoyee;

5. WM36eran pasmelieHnsa dotorpaduit B UHTEpHETE, rae Tbl M306paXKeH Ha MECTHOCTM, Mo
KOTOPOM MOXHO OnpesesiMTb TBOE MECTOMOJIOKEHUE;

6. Mpu perncTpaumu B COLMANbHOM CETU HEOBXOAUMO MCMO/Ib30BATh C/IOKHbIE MNAPO/IU,
cocToAme 13 6yKB M LUDP U C KOJIMYECTBOM 3HAKOB He MeHee 8;

7. [Ansa coumanbHOM CeTU, NoYTbl U APYrMX CaMTOB HEO6XOAMMO MCMO/Ib30BaTh pasHbie Maposin.
Toraa ecan Te6a B3NOMAIOT, TO 3/I0YMbILLIEHHUKM NOyYaT AOCTYN TO/IbKO K OAHOMY MeCTy,
a He BO BCe cpasy.

aﬂeKTpOHHble AeHbI'n

DNIeKTPOHHbIE AeHbIM — 3TO OYeHb YAO0GHbIM CNoco6 NnaaTexen, 0AHaKO CYLECTBYIOT MOLLUEHHUKM,
KOTOpbl€ XOTAT MOJYYUTb 3TU AEHbIM.

3}'IeKTpOHHbIe AeHblr'n NoABUIMCb COBCEM HeZAaBHO U UMEHHO M3-3a 3TONo BO MHOIMMX rocygapcreax
A0 C1X Nop He NponncaHo Npo HMX B 3aKOHaX.

B Poccum ke oHM (DYHKUMOHUPYHOT M O HMX YKe MPOMMCAHO B 3aKOHE, FAe MX pas3aensaoT Ha
HECKO/IbKO BUOB - aHOHMMHbIE M HE aHOHUMHbIE. Pa3HMLa B TOM, YTO aHOHMMHbIE - 3TO Te, B
KOTOpPbIX pa3peLlaeTcs NpoBoAMTb onepaumm 6e3 naeHTM@MKauumu Nosib3oBaTesis, a B HEaHOHMMHbIX
uaeHTMdUKaLMM Nonb3oBaTeNA ABNSETCA 0643aTE/IbHOM.

Takke cnegyeT pasiMyatb 3NEKTPOHHbIE UATHbIE AEHbMU (PaBHbI FOCYAAPCTBEHHbBIM Ba/llOTaM) U
3N1EKTPOHHbIe HedMaTHbIE EHbIM (HE PaBHbI FOCYAAPCTBEHHBIM BaJIlOTaM).

OcCHOBHble coBeTbl N0 6e30nacHoM paboTe C 3/IeKTPOHHbIMM AEHbraMM:

1. TIpMBSAXM K CHETY MO6UMJIbHBIM TenedoH. ITO cambli YAO0BHbIM M BbICTPbIM CNOCo6
BOCCTaHOBWTb AOCTYN K cyeTy. MpMBA3aHHbIM TenedoH NOMOXKeT, ecim 3abyaellb CBOM
nAaaTeXHblM Naposb MM 3aMAellb Ha CaMT C HE3HAKOMOI O YCTPOMCTBA;

2. Wcnonb3yi ogHopa3soBble Napoau. Mocie nepexoja Ha YCUNEHHY0 aBTopu3aumio Tebe yxke
He 6yAeT yrpoxaTb OMacHOCTb KpaXkm MM NepexsaTa NiaTexXHoro naposs;



3. Bblbepu cNoXHbIM Naposib. MNpecTynHuKam 6yaeT He NpoCTOo yraAaTb CIOXKHbIM NAaposib.
HageHble naposiv — 3To Naposiv, KOTOpbIE COAEPXKAT HE MeHEe 8 3HAKOB M BKJIOYAIOT B
cebs CTPOYHbIE M NPOMNMUCHbIE BYKBbI, LM@PbI U HECKOJIbKO CMMBOJIOB, TaKME KaK 3HaK
fonnapa, dyHTa, BOCKAMUATENbHbIM 3HAK U T.Mn. Hanpumep, StROng!;;

4. He BBOAM CBOM JIMYHbIE AaHHbIE HA CaMTaxX, KOTOPbIM HE J0BEpSELLb.

ONeKTpPOoHHas no4Ta

JNIeKTPOHHAA NMOYTa — 3TO TEXHOJIOMMA M NPEeOCTaB/ISEMbIE €10 YC/IYTM MO MNEPEChINIKE U
MOJTYYEHMIO SNIEKTPOHHbIX COOBLLEHMIM, KOTOpbIE pacnpeaensioTcs B KOMMbOTEpHOM ceTU. O6bI4HO
3/1EKTPOHHbIM MOYTOBbIN ALMK BbIFISAUT CAEAYIOLWMM 06pa3oM: MMA_MN0JIb30BaTENA@UMSA_JOMEHA.
TaKKe KpoMe nepeaaym nNpocToro TEKCTa, MMEETCA BO3MOXKHOCTb NepeaaBaTtb (ai/bl.

OCHOBHble coBeTbl No 6e30nacHoi paboTe C 3/1IEKTPOHHOM MOYTOM:

1. Hago BbiGpaTb NPaBWU/IbHbIM MOYTOBbLIM CEPBMC. B MHTEpHETE eCTb OrPOMHBIN BbIGOP
6ecniaTHbIX MOYTOBbIX CEPBMCOB, OAHAKO Jly4lle AOBEPSATb TEM, KOFO 3HAELb M KTO NEPBbIM
B PEMTUHIE;

2. He yKasblBai B IMYHOM MOYTE JIMUHYIO MHbOPMauMio. Hanpmmep, nyylle BbiGpaTb
«My3blKa/IbHbIM_(haHaT@» UK «pok2013» BMeCTo «Temal3»;

3. Mcnonb3ym ABYX3TanHyl aBTOpMU3aLMio. DTO Koraa NOMMMO Mapo/ia HY}KHO BBOAMTb KOJ,
MpUCbIIaeMbIM Mo SMS;

4. Bbl6epu CNOXHbIM Naposb. [N KaxAoro NoYToBOro AlmKa A0KEH 6biTb CBOM HAAEKHbIN,
YCTOMYMBBIM K B3/IOMY Maposib;

5. Ecnm ecTb BO3MOXKHOCTb HanNmMcaTb CaMmOMY CBOM JIMYHbBIM BOMPOC, UCMOJb3yM 3Ty
BO3MOXHOCTb;

6. Mcnonb3yi HECKO/IbKO NOYTOBbIX AWMKOB. MepBbiM ANA YAaCTHOM NEPENMCKM C aZpecaTamu,
KOTOPbIM Tbl JOBEPSELLb. ITO 3NEKTPOHHbIM aApec He HaZ0 MCMOoJIb30BaTb NpM permcTpaumm
Ha opyMax M camTax;

7. He oTkpbiBai akibl U Apyrue BNOXKEHMS B MUCbMAaX Aaxe eCiv OHMU MPULLIM OT TBOMUX
Apy3en. Jlydiwe yTO4HU Y HMX, OTNPABAAIM 1M OHU Tebe 3TH dalinbl;

8. Tocne oKkoHYaHWA paboTbl HAa MOYTOBOM CEPBMUCE Mepes 3aKpbITUEM BKIAAKM C CAMTOM He
3a6y/1b HaXKaTb Ha «BbITU>.

KMGepGynnMHr nnn BupTyasibHoe nageBaresibCTBoO

Knéep6ynamHr — npecaefoBaHWe COOBLLEHNAMM, COAEPKALLMMM OCKOPBIEHMA, arpeccuto,
3anyruBaHue; Xy/IMraHCTBO; COLMa/IbHOE GOMKOTUPOBAHME C MOMOLLbIO Pa3/IMYHbBIX UHTEPHET-
CEepBMCOB.

OcHoBHble coBeTbl N0 60pb6e ¢ KM6epOYI/IMHIOM:

1. He 6pocaica B 601. Jlyylumii cnoco6: NOCOBETOBATLCA Kak ce6a BECTU M, €C/IM HET Toro, K
KOMY MOHO 06paTMTbCA, TO BHayasle yCNoKouTbcs. ECam Tbl HaUHeLb oTBeYaTh
OCKOPOJIEHMAMM Ha OCKOPHIEHUSA, TO TOJIbKO elle 60/bliue pasoXkKeLlb KOH(/IUKT;
YnpaBnsm cBoen KubeppenyTtaumen;

AHOHMMHOCTb B C€TM MHMMas. CyLLecTBYOT CNOCO6GbI BbIACHUTb, KTO CTOMT 3@ aHOHMMHbIM

aKKayHTOM;

4. He CTOMT BECTU XY/IMraHCKUIM 06pa3 BUPTYasIbHOM KM3HU. MHTEPHET PUKCHMpYyeT BCe TBOM
LENCTBUA U COXPAHSET UX. YAANUTb UX BYJET KpanHe 3aTpyAHUTENbHO;

5. Cobntoaai CBOM BUPTYasIbHYHO YeCTb CMOJIOAY;

6. MrHopupym eanMHMYHbIM HeratuB. OHOPa30Bble OCKOPOUTE/IbHbIE COOBLLEHNA NyYlle
UrHopmpoBaTb. O6bIYHO arpeccus NpeKpaLLaeTcs Ha HaYalbHOM CTaauu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMM COOBLLEHMAMM, B COLMAIbHBIX CETAX
€CTb BO3MOYKHOCTb 6/I0KUPOBKM OTNPABKM COOBLLEHWM C ONpeAeeHHbIX aZpecoB;

8. Ecnu Tbl cBUAETENb KMGEPOYAMHIa. TBOM AEMCTBUA: BbICTYNUTL NPOTMB Npec/iefoBaTens,
nokasaTb eMy, YTO ero AeMCTBUS OLEHUBAKTCA HEraTUBHO, NOAAEPKaTb KepTBY, KOTOPOM
HYHa NCUXONI0rMYeCKas NOMOLLb, COOBLMTb B3POC/IbIM O paKTe arpecCMBHOMO NOBEAEHMS
B CETU.
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MoGunbHbIN TenecoH

CoBpeMeHHble cMapThOHbI M NaHLLEeTbl COAep:KaT B ce6e BMosIHE B3POC/biM (hyHKLMOHAN, U
Tenepb OHM MOTYT KOHKYPUPOBATb CO CTaLMOHAPHbIMM KOMMbloTepamu. OfHAKO, CpeACTB 3almThi
415 NOA06HbIX YCTPOMCTB MOKa 04eHb Masio. TeCTMPOBaHUE M MOMUCK YS3BUMOCTEM B HUX
NPOUCXOAMUT He TaK MHTEHCUBHO, Kak Ans MK, To e caMoe KacaeTcsl U MOBMJIbHbIX NMPUIOKEHMM.

CoBpeMeHHble MO6U/IbHbIE Bpay3epbl Y:Ke NMPaKTUYECKU A0rHaIM HACTO/IbHbIE aHAIOMM, OAHAKO
paclmpeHne pyHKLUMOHaNa BNIeYET 3a CO60M 60/IbLUYH CIOKHOCTb M MEHDbLLYIO 3aLLMLLEHHOCTb.

Jlaneko He BCe NPOM3BOAMTE/IM BbIMYCKAOT OGHOB/IEHMS, 3aKPbIBAOLIME KPUTUUECKME YA3BUMOCTH
[NA CBOMX YCTPOMCTB.

OcHoBHble coBeTbl /11 6€30nacHOCTU MO6UJIbHOIO TesniedoHa:

1. Huuero He ABNseTCA NO-HaCToOALWEMY 6ecnnaTtHbIM. byab OCTOpOXKeEH, BeAb Koraa Tebe
npeanaratloT 6ecniaTHbIM KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KAKME-TO MaTHbIE YC/YTU;

2. [yman, npexae yem otnpaButb SMS, doTo nam Buaeo. Tbl TOYHO 3HAELb, FAe OHM ByayT B

KOHEYHOM mTore?

HeobxoanMMo 06HOBIATL OnepaLyoOHHY CUCTEMY TBOEro CMapT@OHa;

Mcnonib3yM aHTMBUPYCHbIE MPOrpaMMbl A1 MOGU/IbHBIX TeNedOoHOB;

He 3arpy:Kaim NpMaoKeHUs OT HEM3BECTHOIO MCTOYHMKA, BE/lb OHM MOTYT COAEPXKATb

BPeAOHOCHOE NpOorpaMMHOE 0becneYveHue;

6. [Mocne Toro Kak Tbl BbiMAelb C CalTa, rAe BBOAU JIMYHYIO MHGbOPMALMIO, 3aMau B

HacTpoMKM 6pay3sepa M yaanm cookies;

MeproamyecKM NpoBeEpPA KakMe MNIaTHbIe YCIYrM akTUBUPOBaHbl Ha TBOEM HOMEPE;

[laBalt cBoM HOMep MO6MIbHOIO TenedoHa TONbKO /IHAAM, KOTOPbIX Tbl 3HAELLb M KOMY

JAoBepAeLlb;

9. Bluetooth gonkeH 6bITb BbIK/IOYEH, KOrAa Tbl MM He MoJib3yellbcs. He 3a6biBai MHOraa
npoBepATb 3TO.
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Online urpsbl

CoBpeMEeHHbIE OHIAaMH-UIPbl - 3TO KPacoYHble, 3aXBaTbiBAOLME pa3B/edYeHUs, 06beanHALLME
COTHM TbICAY Ye/I0BEK MO BCEMY MMUPY. MFPOKM MCCNeayoT AaHHbIM MM MMP, 0BLLATCA APYT C
[PYroMm, BbIMOJIHAIOT 33aHMA, CPAXKAKTCA C MOHCTPAMM M MOJYHatoT OMbIT. 3a YA0BO/IbCTBUE OHM
NAATAT: NOKYNaT AMCK, OMNIAYMBAIOT aBOHEMEHT WM NMPUOBPETAIOT KaKne-To OnumM.

Bce 3TM cpeacTBa MAyT Ha NoAAeprKaHUe U pa3BMTME UIPbl, a TaKKe Ha caMy 6e30MacHOCTb:
COBEpLUEHCTBYHOTCA CUCTEMbI aBTOPM3aLMM, BbIMYCKAKTCA HOBblE NaTyM (LUMdpoBbIe 3anaaTkm Ans
NPOrpamMm), 3aKpbIBAKOTCA YA3BUMOCTM CEPBEPOB.

B noao6HbIx Urpax CTomT onacatbCA HE CTOJIbKO CBOMX COMEPHUKOB, CKOJIbKO Kpa*K1 TBOETO
napoJjia, Ha KOTOPOM OCHOBaHa CMCTEMa aBTOpH3almmn 60NbLUMHCTBA nrp.

OCHOBHble coBeTbl N0 6e30MacHOCTU TBOErO UrpoBOro akkayHTta:

1. ECnu Jpyrom UrpoK BeZeT ce6s NioxXo Uan co3zaeT Te6e HenpuaTHOCTH, 3a6JIOKUPYH ero B
CMUCKE UrPOKOB;

Moxkanymcs afMMHUCTPATOPaM UIpbl HA NJIOXOE NOBELEHWUE 3TOTO UIPOKa, KeaTeslbHO
NPUIOKMUTbL KaKMe-TO AoKa3aTe/IbCTBa B BUAE CKPMHOB;

He ykasbiBal iM4Hyto MHDOpMaLmio B npodaksie Urpsl;

YBakaM Apyrux y4aCTHUKOB MO Urpe;

He ycTaHaBavBai HeodbULpanbHbIE NATYM M MOAbI;

Mcnonb3yi CNOXKHbIE U pasHble Naposiu;

Jlaxke BO BpeMs MUrpbl HE CTOMT OTK/IOMATb aHTUBUPYC. MNoKa Tbl Mrpaellib, TBOM KOMMbOTEP
MOTYT 3apa3uThb.

N
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PUWKNHT nnu Kpaxa JINYHbIX OaHHbIX



O6bIYHOM KpayKeM AeHer U AOKYMEHTOB CErofHs yKe HUMKOro He yAMBMILb, HO C pa3BUTHMEM
UHTEPHET-TEXHOIOT MM 3/I0YMbILLIJIEHHUKM NEPEMECTUIUCE B MHTEPHET, U NPOAOJIKAIOT 3aHMMAaTbCS
«JIOOUMbIM> [1€JIOM.

TaK noasmaacb HOBas yrpo3a: MHTEPHET-MOLIEHHMYECTBA MM (DULLIMHT, r1aBHaA Leslb KOTOPOro
COCTOMT B NMONYYEHUM KOHDMAEHUMANBHBIX AaHHbIX MOJIb30BaTeNel — JIOrMHOB U Naposiei. Ha
aHrIMMCKoM A3bike phishing unMTtaeTtcsa Kak duwmHr (ot fishing — pbi6Has noena, password —
napo/ib).

OcHoBHble coBeTbl N0 60pb6e C PULIMHIOM:

1. Cnepau 3a CBOMM aKKayHTOM. Ecnu Tbl nogo3peBaelub, YTO TBOA aHKeTa 6biia B3loMaHa, T0
He06x0AMMO 3a6/10KMPOBaTh €e M COOOLMTb aAMMHUCTPaTOpaM pecypca 06 3TOM Kak
MOXHO CKopee;

2. Mcnonb3yin 6e3onacHble BE6G-CaMTbl, B TOM YMC/IE€, MHTEPHET-MarasmHoOB M NMOUCKOBbIX
CUCTEM;

3. Ucnonb3yi cnoxHble 1 pasHble Naposn. TakMM 06pa3oMm, ecim Tebs B3/IOMAtT, TO
3/I0YMBILUJIEHHMKM NOAyYaT AOCTYMN TOJIbKO K OAHOMY TBOEMY NPOMdU/II0 B CETH, a HE KO
BCEM;

4. Ecau Teba B3NOMaIM, TO HEOGXOAUMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble

ZJo6aBneHbl y Teba B Apy3bAX, O TOM, YTO Te6A B3/IOMasM U, BO3MOXKHO, OT TBOEr0 UMEHM

6yZieT paccbiNaTbCsA CNam M CCbIIKM Ha OULLMHIOBbIE CaMThl;

YcTaHOBM HazZeXHbIK naposib (PIN) Ha MOGU/IbHLIN TenedoH;

OTKNI0YM COXpaHeHWe napona B 6paysepe;

He oTKpbiBak dainbl M ApyrMe BAOKEHUA B MUCbMaxX AaXKe €CJIM OHW NMPULIN OT TBOMX

Apy3eM. Jlyylie yTOUHM Yy HUX, OTNPABSA/IM M OHW Tebe 3Th daibl.

Now

LUundpoBas penytauus

LUundpoBas penyTtaumsa - 370 HeratMBHasa MAU NO3MTMBHAA MHPOPMaLMA B CETU O Tebe.
KomnpomeTupyrowiana MHpopmMaLma pasMeLLeHHan B MUHTEPHETE MOXET Cepbe3HbiIM 06pa3om
OTPa3nTbCA Ha TBOEW peasibHOM XM3HU. «LindpoBas penyTaums» - 3T0 TBOM UMUK, KOTOPbIM
dopmmpyeTca 13 MHbopMaLmm 0 Tebe B MHTEPHETE.

TBOE MECTO KMTeNbCTBA, y4ebbl, TBOE (PUHAHCOBOE MOJIOKEHUE, 0COBEHHOCTM XapaKTepa M
paccKasbl 0 6JIM3KMUX - BCE 3TO HaKamn/IMBAEeTCA B CETU.

MHorue nNoApoCTKM NErKOMbIC/IEHHO OTHOCATCA K Ny6AMKaLumMM IMYHOM MHOPMaUmMK B UHTepHeTe,
He MOHMMas BO3MOXHbIX MOCNEACTBMMI. Tbl aXKe HE CMOXELLb A0raZlaTbCA O TOM, YTO dhoTorpacdums,
pasMmelleHHan 5 neT Ha3aj, cTasia NpPUYMHOM OTKasa NpUHATL TebA Ha paboTy.

KommeHTapuu, pasmelleHre TBoux doTtorpaduii u apyrme 4EMCTBUA MOTYT HE MCYE3HYTb Jaxe
nocne Toro, Kak Tbl UX yAa/mlib. Tbl HE 3Haellb, KTO COXpaHUA 3Ty MHdOpMaLMio, nonasa /M oHa B
MOUCKOBbIE CMCTEMbI U COXPaHW/IACb JIM OHa, a r/1aBHOE: YTO NOAYMAIOT O Tebe OKpy:KatoLlee Nau,
KOTOpble HaMAYT M YBUAAT 3T0. HalMTU MHDOPMALMIO MHOTO IET CNYCTS CMOXKET JI060M - KaK M3
Z06pbIX NOBYXKAEHMM, TaK U C HAMEPEHUEM MPUYMHUTD BPEA. ITO MOKET BbiTb KTO YrOAHO.

OCHOBHble COBeTbI N0 3almTe UMbpPOBOM penyTaumu:

1. Moayman, npexae Yem 4YTo-To Ny6/MKoBaThb U NepeaaBath y ceba B 610re Uan B
coumanbHOM CeTu;

2. B HacTpoMKkax npodmis yCTaHOBM OFpaHMYEHUS Ha MPOCMOTP TBOEro nNpoduaa 1 ero
COLEPKMMOr0, CAieNIan ero TOIbKO «AN1A Apy3em»;

3. He pa3melyait 1 He yKkasbiBa MHGOPMaLMIO, KOTOPAsA MOXKET KOro-/IM60 OCKOP6IATL MU
obuKaThb.

ABTOpCKOe npaBo



COBpeMeHHbIe LLUKOJIbHUKHN- aKTUBHbI€ NOJZIb30BaTE/ 11 LIMCI)DOBOI'O NPpOCTpPaHCTBa. OgaHako pganeko He
BC€ 3HakT, YTO MOJib30BaHME MHOIMMKN BO3SMOXKHOCTAMMU Ll,l/l(prBOI'O MHpa Tpe6yeT cobnogeHus
npaB Ha MHTENZIEKTYa/IbHYIO COOGCTBEHHOCTb.

TepMUH «MHTenneKkTyasbHas CO6CTBEHHOCTb>» OTHOCMTCA K Pa3/IMiHbIM TBOPEHMAM YE10BEYECKOro
yMa, HauMHas C HOBbIX M306PETEHMIM M 3HAKOB, 0603HAYAIOLLMX COBCTBEHHOCTb HA NPOAYKTbI U
YCAYIU , U 3aKaH4YMBaA KHUramu, cotorpadpmamm, KUHODUAbMaMM U My3blKaJibHbIMM
Npou3BEAEHUAMM.

ABTOpCKMe npaBa - 3TO NpaBa Ha MHTEIIEKTYa/IbHY COGCTBEHHOCTb Ha NMPOU3BEAEHMS HaYKM,
JIMTEpaTypbl U UCKYCCTBa. ABTOPCKME MpaBa BbICTYNAKT B KAYeCTBE rapaHTUM TOro, YTO
MHTENNEeKTYasIbHbIM/ TBOPYECKUM TPy, aBTopa He 6yAeT HanpacHbIM, AacT eMy CrpaBeAMBble
BO3MOYHOCTM 3apaboTaTb Ha pe3y/ibTaTax CBOEro TpyZAa, NoJlyuYnTb M3BECTHOCTb M NMPU3HAHME.
HuKTO 6€3 paspelleHns aBTopa HE MOXKET BOCMPOU3BOAUTL €ro NPOM3BEAEHUE, PACNPOCTPAHSATD,
ny6/IM4HO AEMOHCTPUPOBATL, NPOAaBaTb, UMNOPTMPOBATb, MyCKaTb B MPOKAT, Ny6JAMYHO
MCMOJIHATb, MOKa3blBaTb/MCMOMHATL B 3Mpe MM pa3meLLaTb B MHTepHeTe.

Mcnonb3oBaHUe «MMPATCKOrO» NPOrpaMMHOr0 06ecreyYeHms MOKET NPMBECTM K MHOTMM PUCKaM: OT
noTepu AaHHbIX K TBOMM aKKayHTaM A0 6/1I0KMPOBKM TBOEMO YCTPOMCTBA, MAe YCTAHOB/IEHHDBIM He
NeranbHas nporpamma. He cTouT Takke 3abblBaTb, YTO CyLIECTBYET JierasibHble M 6ecnnaTHble
MPOrpamMmbl, KOTOPbIE MOXHO HANTU B CETMU.

O noprane

CeTeBMYOK.pd - TBOM rNaBHbIM COBETYMK B CETU. 34€CH Thl MOXKELLb Y3HATb 0 6E30MaCHOCTM B CETU
MOHATHBIM U JOCTYMHbIM A3bIKOM, @ NMPY BOSHUKHOBEHMU KPUTMYECKOM CUTyaLMM 06paTMTbCA 3a
COBETOM. A TaKKe MPMHATb y4acTMe B KOHKYPCax M CTaTb CaMbIM LM(MPOBbIM MpaskaaHUHOM

NMamaTtka gna poautenen o6 nHgpopmMauMoHHOM 6e30NacHOCTU AeTen

OnpeaeneHue TepMuHa «MHGOPMaLMOHHAs 6€30MacHOCTb AeTel» coaepkuTca B OeaepasibHOM
3aKoHe Ne 436-03 «O 3awmTe geten oT MHDOPMaLMK, NMPUYMHAIOLLEN Bpea MX 340POBbIO U
PasBUTUIO», PETYIMPYIOLLMM OTHOLLIEHMSA, CBA3AHHbIE C 3alUMTOM AeTeM oT MHdopMaumm,
NPUYMHSAIOLLEN BPeA UX 3[0POBbi0 M (M) pa3BuTMIO. COrnacHoO JaHHOMY 3aKOHY
«MH(OPMaLIMOHHasA 6e30MacHOCTb AeTel» - 3TO COCTOSHME 3aLUMLLEHHOCTU, NP KOTOPOM
OTCYTCTBYET PMCK, CBA3AHHbIM C NPUYMHEHMEM MHMOPMaLMeN Bpeaa MX 340pOBbl U (M/IN)
U3MYECKOMY, NCUXMYECKOMY, AYXOBHOMY, HPABCTBEHHOMY Pa3BMTUIO.

B cuny ®epepanbHoro 3akoHa Ne 436-®3 uHbopMaumen, NpUUMHAIOLLEN Bpe 340POBbI0 U (1K)
pasBUTHIO AETEN, ABAAETCA:

1. uHdOpMaums, 3anpeLleHHan A1s pacnpocTpaHEHWUA cpean AeTen;
2. uHbOpMaLMsA, pacnpocTpaHeHMe KOTOPOM OrpaHMYEHO Cpeau AeTel onpeaeseHHbIX
BO3PACTHbIX KaTeropuu.

K uHdbopmaummu, 3anpeLeHHon AN1A pacnpocTpaHeHUA cpeau AeTer, OTHOCUTCA:

1. uHdopMauus, nobyxaawLas AeTeN K COBEPLUEHMIO AEMCTBMM, NPEACTABASAIOWMX Yrpo3y MX
¥KM3HU U (MM) 340POBbLIO, B T.4. MPUYMHEHUIO BpeAa CBOEMY 3[0POBbI0, CAaMOYBUICTBY;

2. CNoCcOGHOCTb BbI3BATh Y AETEN KenaHue ynoTpebuTb HapKOTUYECKME CPeaCTBa,
NCMXOTPOMHbIE U (M) OAYPMAHMBAKOLLME BELLECTBA, TabauHble M3AE/USA, aJIKOrOJIbHYIO M
CNUPTOCOAEPKALLYI0 NPOAYKLUMIO, MUBO M HAMNMUTKM, M3roTaB/IMBAEMbIE HA €r0 OCHOBE;
MPUHATb y4aCTUE B a3apTHbIX Urpax, 3aHMMATbCSA NPOCTUTYLUMEN, BPOASXKHUYECTBOM UM
MOMpPOLIANHNUYECTBOM;

3. 060CHOBbIBalOLLAs MM OMNpaB/blBaloLLas A0NYCTUMOCTb HACUIUA U (M) KECTOKOCTU JIMBO
no6y»AatoLLas oCyLEeCTBASATb HACUIbCTBEHHbIE IEMCTBMSA MO OTHOLLEHMIO K JIOAAM U
UBOTHbIM;

4. oTpuUaloLLAa CEMEMHbIE LEHHOCTU M (DOPMMPYIOLLIAA HEYBAXKEHME K POAUTENAM U (MNN)
APYIUM Y/IEHaM CEMbM;

5. onpaBAplBatoLLas NPOTMBOMPABHOE MOBEAEHUE;


http://сетевичок.рф/

6.
7.

coZeprallan HeLeHsypHyto 6paHb;
cogeprkawasn MHdopmMaumio nopHorpadryYecKoro xapaktepa.

K uHdopmaumm, pacnpocTpaHeHe KOTOPOM OFpaHMYEHO Cpeau AeTel onpeseieHHOoro
BO3pacTa, OTHOCMUTCA:

3.

4.

uMHdOpMaLus, npeacTaBiseMas B BUAE M300paXKeHUs UM OMMCaHMA KECTOKOCTH,
PU3NYECKOro U (MN) NCUXMYECKOrO HACUAUA, NPECTYNAEHUA UIN UHOTO
aHTMOGLLECTBEHHOIO AEMCTBUS,

BbI3bIBAlOLLAA Y JETEN CTPaX, YXKac WM NAHUKY, B T.4. NpeAcTaBaAsieMas B BUAE
U306paXKEHUA MM OMUCAHMSA B YHUXKAIOLLEM YETOBEYECKOE JOCTOMHCTBO hopMe
HEeHacMNbCTBEHHOM CMepTH, 3a60/1eBaHMSA, CamMOybMIMCTBA, HECHACTHOrO C/lyyas, aBapuu
WM KaTacTpodbl U (MKM) MX NOCNEACTBUM;

npeacTaBisemMas B BUAE M306paXKeHMUsA MM OMUCAHUS MOMOBbIX OTHOLLEHUM MEXKAY
MYUYMHOM M KEHLLUHOM;

coZep:Kallaa 6paHHbIe C/I0BA M BbIPAXKEHUS, HE OTHOCALLMECS K HELIEH3YPHOM 6paHu.

C yueTom 3T1Oro Bam npeanararotca npaBuaa pabotbl B ceT MHTEpHET A8 pa3/IMyHbIX BO3PACTHbIX
KaTeropuim, cobtoieHMe KOTopbIX NMO3BOIUT 06ecneyunTb MH(OPMALMOHHYI0 6e30MacHOCTb BalLMX

aeten.



